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Abstract
SQL injection attack is considered to be one of the most important and common methods of intrusion into databases. The

current research was conducted with the aim of improving the security of databases and web applications by relying on artificial
intelligence (AI) and natural language processing (NLP). According to the research done in the past, to detect and prevent SQL
injection attacks, we will present a new approach using natural language processing (NLP) approaches such as large language
models (LLMs), which has the ability to reduce the database vulnerabilities and neutralize SQL Injection attacks.
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1. Introduction

Protecting important and confidential information in computer systems and computer networks has
always been an important issue. Also, in this context, with the expansion of the use of the Internet and
the increasing popularity of web applications, the importance of the topic of data and information security
has doubled. Hackers are always looking to infiltrate websites and break into databases, and SQL injection
attack is one of the most common and important methods of database hacking. After this introduction, in
the second part of this research, we will introduce the SQL injection attack. In the third part, we will talk
about the past valuable researches in the diagnosis and prevention of SQL injection attacks with machine
learning techniques. Then, in the fourth part, we will discuss a new approach using natural language
processing (NLP) approaches such as large language models (LLMs) to identify and prevent SQL injection
attacks.
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2. INTRODUCTION OF SQL INJECTION ATTACKS

From the point of view of the Open Web Application Security Project (OWASP) Foundation, which
plays a special role in huge projects to improve software security and secure the web, SQL injection attack
is placed in the list of top ten security threats in web applications 1. According to research by the European
Union Cyber Security Agency (ENISA), two-thirds of web application attacks include SQL injection attacks
2. Most websites and online applications are susceptible to this type of attack [1]. In the results of the survey
of the European information technology security company Balabit about the best hacking methods obtained
from the participants of the black hat events, the injection attack has won the third place 3. Also, according
to Freepik, hackers were able to steal 8.3 million records (information registered by users on this site) through
SQL injection 4. Even the SQL injection attack for the database of RFID 5 systems is considered a serious
threat [2]. Therefore, with the expansion of web applications, the emergence of intelligent networks, Internet
of Things (IoT) and cyber physical systems (CPS), the number and intensity of SQL injection attacks will
be added and increased, and as a result, the need to pay attention to the security of databases in the digital
world. makes it very important. SQL injection attack, also known as SQLIA 6, is one of the most dangerous
and risky cyber attacks where attackers can perform unauthorized actions on the victim’s database. For
example, an attacker could inject SQL database code into a form that expects a simple username. If the
form input is not secure, it will lead to the execution of SQL code, which will be possible depending on the
security level of the website, the level of vulnerability of the database and the depth of penetration of the
attacker from data leakage to information theft and other risks. Therefore, a hacker or an unauthorized
user can impersonate a privileged user, and take control of the database. For a detailed understanding, let’s
do a simple comparison between normal and malicious SQL commands (Figure 1).

Figure 1: Comparison between normal and malicious commands.

For example, in a normal SQL command, the goal is to check a customer that matches the entered
Customer Id through the list of bank customers, and after finding, return the records of that customer.
Now, if the user enters the customer ID, say 123456789, in the web page form.

SELECT * FROM customers WHERE Customer Id= 123456789 and Password= ’a password’;

As a result, the resulting SQL query outputs the record for the customer with its own Customer Id,
exactly what the developer who wrote the API expected to happen. But malicious SQL Injection commands

1https://owasp.org/www-project-top-ten/
2https://patchstack.com/articles/website-hacking-statistics/
3https://www.vanillaplus.com/2016/02/15/15415-top-10-hacking-methods-revealed-in-survey-by-balabit/
4https://www.bleepingcomputer.com/news/security/freepik-data-breach-hackers-stole-83m-records-via-sql-injection/
5Radio Frequency Identification
6SQL Injection Attack



Amir Seyed Danesh, et. al., Commun. Combin., Cryptogr. & Computer Sci., 2 (2023), 120–126 122

are designed with the aim of penetrating the system and obtaining sensitive information or destroying the
database. These types of commands can be used by exploiting security vulnerabilities in applications that
communicate with the database. In the same example, an attacker can enter a conditional logic in the input
field next to the customer ID:

SELECT * FROM customers WHERE Customer Id= 123456789 OR 1=1 and Password= ’ */–’ ;

Now this command looks for the customer id or equality test 1 equals 1 and since the logical expression
is true for all, as a result the database returns all the data in the customers table to the attacker who
executes the query, then By using the ‘–‘ clause, the ‘password’ section is completely disabled and ignored.
And just as easily SQLIA works by targeting a vulnerable API . API in this case is the software interface
through which the server receives and responds to requests. It is an imperative for software development
engineers to thoroughly test their programs for vulnerabilities and to continuously and intelligently take
countermeasures to prevent hacker attacks and cybercrimes.

3. PAST EFFORTS IN SQL INJECTION ATTACK DETECTION AND PREVENTION

Machine Learning (ML) refers to the ability of a computer system to learn based on imitation of human
learning methods with training and testing on data, and Deep Learning (DL) is a sub-branch of machine
learning based on Artificial Neural Networks(ANN). Numerous researches have been conducted to counter
this threat and various artificial intelligence techniques have been proposed to detect SQLIA using machine
learning [3]. SQL injection attack can be detected using machine learning[4]. The machine learning approach
has been proven to be suitable not only for preventing existing known attacks, but also for preventing future
unknown attacks. An injected SQL statement can be easily detected, provided that an appropriate classifier
is used and up-to-date data is used for training[5]. Past data is useful for identifying attack patterns,
understanding detected traffic, and even predicting future attacks before they occur [6]. Another advantage
of machine learning algorithms is that they cover a wider range of SQL queries. Also, the detection accuracy
increases and the false positive rate decreases [7]. In the following, we will examine the efforts of respected
researchers to deal with SQL injection attacks.

Due to the fact that the injection attack is included in the Jirga of historical crimes, many methods
have been proposed and used by researchers and engineers from the past to the present day. AMNESIA is
one of the tools that uses pattern matching mechanism [8]. Dynamic Taint is a similar method based on
pattern matching [9]. Also, SQLrand is a parsing method to prevent SQL injection[10]. And SQL Guard is
another parsing method[11]. Anamika Joshi and Geetha V have proposed a method to detect SQL injection
attack based on Naïve Bayes machine learning algorithm along with role-based access control mechanism,
the maximum accuracy of the algorithm reaches 93.3%[12]. Nekkalapudi and Polinati et al.; presented a
SQL injection detection model trained using the dataset and logistic regression technique. It allows users
to run queries, then a file program applies it to a regression model to predict whether the query is normal
or abnormal. The classification accuracy of this algorithm is 96.667% [13]. Krishnan et al.; They use
five naive classifiers, passive aggressive classifiers, SVM, CNN and logistic regression to classify traffic into
normal order or malicious order. Passive aggressive accuracy is 79%, SVM accuracy is 79%, and logistic
regression accuracy is 92%. The accuracy percentage of the Naive Bayes classifier model is also 95%. The
CNN algorithm tests and corrects many parameters at the same time, and with 97% accuracy, it is a better
option for dealing with the issue of SQL Injection classification[14]. In the research of A. Alam and M.
Tahreen and colleagues; A strategy for identifying SQL injection threats using machine learning algorithms
such as the basic Naive Bayes model with an accuracy of 97.8 has been presented, which prevents malicious
database queries[15]. In the studies of T. Pattewar and H. Patil et al.; Using the Naive Bayes classification
algorithm, it gives findings that are 92.8% accurate, and it is thought that the classification of SQL injection
threats using machine learning will result in high accuracy and low error rate results [16]. In the research of
N. Gandhi and J. Patel, et al.; A combined CNN-BiLSTM technology is presented to detect SQL injection
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attacks. The combined CNN-BiLSTM machine learning model reduces the number of SQL injection attacks
and is introduced as the best classifier for detecting malicious commands with an accuracy of 98% [17]. In K.
Zhang’s research, the main goal is to create a machine learning classifier for finding SQLI errors in PHP code
that can identify vulnerable SQLI files. CNN model with 95.4% accuracy is considered a suitable method
[18]. We reviewed some of the important contributions of countering SQL injection attacks by machine
learning and deep learning techniques. Although there are many valuable works in this direction, they are
devoted to limited aspects of the problem. For example, in past studies, the proposed solutions have not
been successful in covering all the different types of SQLIA. Or sometimes the accuracy of detection has
been addressed, but the speed of detection or in other words, real-time and preventive detection has not
been investigated, while attackers usually try to reach their target in the shortest possible time. It is also
worth noting that in order to bypass security, professional hackers and smart attackers sometimes execute
multi-vector attacks against a target website. DDoS attacks, DNS hijacking, social engineering and other
methods are used as a distraction to execute massive SQL injection attacks. This requires careful studies of
all current and future security threats in databases and web applications.

4. PROVIDING A NEW APPROACH BASED ON NLP AND LARGE LANGUAGE MODELS (LLMS)

Large language models (LLMs) are advanced artificial intelligence models that use deep learning tech-
niques such as Transformer and are trained on large sets of textual data. Transformer architecture, which
was introduced in 2017 [19], has been one of the most successful models in natural language processing. For
example, BERT is one of the applications of Transformer, which is used in Many language processing tasks
have improved the accuracies of previous models. Research shows that Transformer-based natural language
processing (NLP) models have achieved advanced performance for name entity recognition, relation extrac-
tion, sentence similarity, natural language inference, and question answering [20]. Also, in 2020, a new
model named Reformer has been introduced by Google, which is much more efficient than Transformer in
terms of speed and memory. Large language models (LLMs), such as GPT-3, PALM, LLaMA, and GPT-4,
and products built on them, such as ChatGPT, have recently attracted a lot of attention [21, 22]. Many
attentions from journalists [23, 24, 25], policy makers [26, 27, 28] and researchers in many fields [29, 30, 31]
are expanding. Large language models (LLMs) consistently show significant performance on various tasks
[32, 33, 34]. The capacity of artificial intelligence to process huge amounts of data in real time, learn from
it and predict threats can play a transformative role in proactively dealing with cyber threats [35]. In this
section, we provide new insights into the applications of NLP to detect and prevent SQL injection attacks.
Natural language processing (NLP) and large language models (LLMs) as a new and powerful approach
to identify and prevent SQL injection attacks can be of interest to artificial intelligence researchers and
software engineers. LLMs, which are a highly advanced machine learning model, have the ability to process
large data, examine various patterns, and detect complex relationships. In the field of identifying SQL in-
jection attacks, they can help identify SQL injection attacks by analyzing queries and identifying suspicious
patterns. LLMs can analyze the structure of SQL queries using natural language processing techniques and
help effectively prevent SQL injection attacks if suspicious patterns are identified. Therefore, using LLMs
as a new method to detect SQL injection attacks can help software development engineers to effectively
use SQL injection in their systems to monitor and fix cyber attacks. By using large language models, SQL
injection attacks can be detected automatically and without the need for human intervention, and if the
attack is discovered, it can be filtered. To monitor and remediate SQL injection threats in real time, LLMs
can be trained on a dataset of known SQL injection attacks as well as on normal web traffic. This model
can then be deployed in a real-time monitoring system, where it can analyze incoming web traffic and detect
SQL injection attacks in real time. To explain the new approach, the practical way to implement LLMs
to detect SQL injection in real time is to integrate it into a Web Application Firewall (WAF) (Figure 2).
A web application firewall (WAF) is a security tool that can filter incoming web traffic to prevent attacks.
By integrating LLM into a WAF, the model can analyze incoming SQL queries and determine whether
they are normal or malicious and be used to detect SQL injection in real-time. By deploying LLMs in a
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real-time monitoring system, software development engineers can detect SQL injection attacks as they occur
and take action to prevent dangerous damage to critical applications and data. One of the most important
and significant potential benefits of our proposed approach can include improving the accuracy and speed of
detection, facilitating threat monitoring and automatic attack prevention. In addition, our study sheds light
on possible challenges and limitations with a brief hint at future research and future research directions.
Things like variety and quality of training data, model size and computational efficiency, fine-tuning and
transfer of learning, compression of large language models, transparency and interpretability, universality
and generalizability, reliability and evaluation criteria, as well as ethical and legal considerations. They can
be among the most important conditions to contribute to a safer cyber environment under scrutiny and
research.

Figure 2: A new approach to integrating LLM into WAF.

5. CONCLUSION

This research has revealed an opening and a pioneering move specifically in the realm of using large
language models to improve web security and improve database security. The new approach of integrating
LLM in WAF; It will be an advanced technique against complex threats and will provide a strong foundation
for future research and practical applications that will contribute to the goal of realizing sustainable cyber
security in the age of artificial intelligence. The insights obtained from this study can be useful in achieving
this goal and thus provide a promising ground for future studies and discoveries. At the end, we end
the article with the thought that risk reduction depends on increasing awareness and preparation, and
software development engineers are required to review the past methods and use the approach in designing
mechanisms related to data and system security. New technologies are aimed at monitoring threats and
reducing risks.
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